
PUBLIC 

COMMUNITY DEVELOPMENT, INQUIRY INTO LOCAL GOVERNMENT 
ELECTIONS, HOBART 15/5/12 (BURTON) 1

THE PARLIAMENTARY STANDING COMMITTEE ON COMMUNITY 
DEVELOPMENT MET IN COMMITTEE ROOM 2, PARLIAMENT HOUSE, 
HOBART ON TUESDAY, 15 MAY 2012 
 
 
LOCAL GOVERNMENT ELECTIONS 
 
 
DISCUSSION WITH Mr CRAIG BURTON BY TELEPHONE. 
 
 
CHAIR (Ms White) - Thank you very much for joining us.  I would like to inform you 

before we start that this conversation will be recorded by Hansard.  I believe that Laura 
did send a package to you indicating the processes of the committee.  We are a little bit 
unclear whether parliamentary privilege extends to interstate jurisdictions, so just to 
caution you to be careful, if there is anything you say that you think you might be held 
liable for, to refrain from doing that, but we can take your statement once we've had it 
transcribed into evidence and that will then become a privileged document, so we can 
overcome that to some extent.  I just wanted to make you aware of that; is that clear? 

 
Mr BURTON - Yes, it is. 
 
CHAIR - Thank you very much.  Thank you, Craig, for joining us.  We've had your name put 

forward as the recommended person to speak with about electronic voting.  We were just 
wondering whether perhaps you have an opening statement you would like to make with 
respect to your knowledge on this matter and how it's used or not used very well because 
we're looking at how we can introduce compulsory voting in Tasmania and whether 
electronic voting can assist us to do that.  Is there anything you would like to comment 
on to start with? 

 
Mr BURTON - I will only say, as you may know we have a project running here at the 

Victorian Electoral Commission to build an electronic voting solution.  We've used a 
commercial solution in two previous elections, 2006 and 2010, and for 2014 we're 
planning to deploy a complete re-write, if you like, of the solution we used in the past 
and I was fortunate to get the job of doing this.  My background is in electronic voting 
since 1998, largely internet voting, but commercial binding elections.  Local government 
level in Britain is my government level experience, but the vast number of elections they 
ran on e-voting systems were generally commercial elections.  I've been with the VEC 
since 2009, so I was here when we used the commercial voting application in 2010.  I 
felt that we would be better served by an application that we built in-house that has a 
number of new qualities that we felt were very important for electronic voting.  That's 
really me and my project in a nutshell. 

 
CHAIR - Could you explain for the committee the difference between internet voting and 

commercial voting? 
 
Mr BURTON - Sure.  It happens that a lot of commercial elections are run on in the internet.  

For example, we used to run elections for PricewaterhouseCoopers, the North American 
arm of the company and that was done entirely on the internet because the partners of the 
firm were distributed all over the place.  In contrast to that, when we talk about electronic 
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voting, or e-voting, it's a bit of a misnomer, but it generally refers to polling place 
electronic voting, which is typically supervised.  So when I say that we're building an 
e-voting application here at the VEC I mean to say that we are providing a new 
application that runs in the polling station that's supervised.  Internet voting generally 
means that the voter is unsupervised and they're voting from home or work.  It's a remote 
voting mode in the same manner as postal voting. 

 
CHAIR - One of the concerns the committee had was the integrity of the vote taken.  With 

postal ballots you have the same issues.  In your experience with internet voting, have 
there been particular problems that we should be aware of? 

 
Mr BURTON - I always see internet voting as being more risky than polling place voting for 

a number of reasons.  There's the obvious reason such as proving who your remote voter 
is.  Considering the remote voter and their exposure to coercion, remote votes are easier 
to buy and sell, but in my career providing internet voting before working at the VEC I 
haven't ever seen any evidence that internet voting elections had been exploited in those 
ways.  I feel that the internet was never a great place to hang out and it's now not a very 
good place at all to hang out.  It's just had its worst year for crime and hacking in 2011.  
It was a very bad year, so I'm even more nervous now about internet voting, especially at 
the government level and especially where it's what I would call a high stakes public 
election where very many people are involved and the outcomes are very important.   

 
 So far the VEC hasn't provided internet voting, but should we get legislation through the 

parliament here, we are considering providing a very small amount of internet voting 
aimed at people who really can't get to our early voting stations and for whom a postal 
vote is also not an option.  We're really thinking here of people who are blind and vision-
impaired or may have other problems that make attendance difficult and make the postal 
vote difficult to use, so we'd be thinking of less than 10 000 people.  Again, this would 
be pending acceptance of a change to the Electoral Act. 

 
CHAIR - Craig, with the e-voting application you're developing, would the benefit to the 

Victorian people be that the counting of the votes will be easier, so therefore the costs 
will be reduced? 

 
Mr BURTON - I think that its most physical benefit, the fact that it collects votes 

electronically, does mean that they can be processed much more quickly after close of 
polls.  Probably the things that the system's actual users will enjoy will be the fact that 
it's a voting application that is sort of friendly and electronic, and guides them through.  
It will most likely be a tablet, something like an iPad or an Android or Dell tablet, and it 
will talk and guide them through in their language, and we hope it will greatly reduce our 
informality rates.  Of the informal votes we take we think that about half of them are 
unintentional and are inadvertently provided by people who don't speak English very 
well. 

 
Mr STURGES - Is this the current paper-based system, Craig?   
 
Mr BURTON - This is the poll place e-voting.  We are planning it to be on a tablet, so the 

first benefit I think that is most visible to its users is the fact that it should make it easy 
and clear, and almost mundane for them to vote, whereas prior to this they would have 
had assistance, and that may have been harder work for them or felt like more of an 
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imposition on the VEC staff.  The second benefit - as you've pointed out, Rebecca - is 
that when we get the votes back at the end of the process we can handle them 
electronically.  I'll add here too that our handling these votes electronically is also 
pending a legislation change, because prior to this we had to print them all out.  That's 
really just a legacy procedure that we were sort of stuck with.  We're confident that 
there's a good case for making it electronic.   

 
 There is a new benefit, and this is probably the most outlandish aspect of the system's 

design.  The new benefit is that we're going to attempt to provide a universally verifiable 
electronic voting solution.  This word 'verifiable' means that anyone who votes on this 
system will be able to confirm at a number of key junctures along the way that their vote 
was taken as they cast it, it was included in the count, and that the votes that were 
admitted by the system and counted actually includes their vote.  It's done using a 
combination of techniques. 

 
 We are currently enjoying the input of a number of researchers in the United Kingdom 

and from the University of Luxembourg who are specialists in this new kind of 
verification.  At a very high level you can think of it as being somewhat similar to the 
way in which you bank on the internet.  Here I'm talking about internet banking, not 
internet voting, but when you do internet banking you can check your printed banking 
form or summary at the end of each month.  This is somewhat like bringing that kind of 
individual verification to electronic voting.  The whole point of it is to reduce the amount 
of trust that we have to have in the electronic voting hardware and software and to 
increase its transparency.  It is in response to problems or difficulties experienced 
overseas with e-voting systems whereby there may have been an unexpected outcome or 
an error, but the people operating e-voting systems - I'm thinking of America here - had 
fairly low or almost no transparency on what the machine was actually doing and so 
when the time comes at the end of the election to say, 'Well, did it all go well?', generally 
you're having to ask that question of the machine itself, so you're asking the machine to 
tell you if everything went okay and the problem with that is if the machine isn't working 
as you expected it may also not be able to tell you that. 

 
 What I'm calling universally verifiable voting is a means of verifying that the entire 

system worked correctly, but you perform this verification outside of the system.  When 
you do your internet banking you perform a verification of your internet banking activity 
on paper, you don't ask the same internet banking system if everything is fine, you 
instinctively want to go and look at a completely different rendering of the same 
transactions and the same information and you do that by looking at this paper summary.  
That's my description of this universal verification solution. 

 
CHAIR - Thank you. 
 
Mr SHELTON - Craig, what are the timelines around your project?  How long is it likely to 

take and what would you predict as a timeline to iron all the bugs out of the system? 
 
Mr BURTON - Because it's quite a risky project and the project has a number of innovations 

in it, our first deadline is, if you like, a kind of a mini-deadline at the end of this financial 
year to deliver a prototype.  All the aspects of this system that are the newest, that 
includes the verification system and a number of other things that we want to try, will be 
implemented in the working model, a kind of working toy version of the system.  That 
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will be put together here at the VEC around the end of June and anyone can come in and 
have a look at it, and it will be peer-reviewed by academics involved in the project.  
Once that's done we'll be able to show the operations people here what will be involved 
for their ground staff.  Ultimately we would be aiming to train hundreds of people to use 
it to support the voters  

 
 
Ultimately we would be aiming to train hundreds of people to use it to support the voters and 

so it is very important that we convince the operations people and the training people 
here that it's not difficult or risky to operate, that it's straightforward.  Of course, the other 
reason is, in building a prototype we are forcing the design to be realised at least once in 
advance of the major deployment efforts which will take place between July this year and 
May 2014. 

 
 In that time, as you can tell, we are targeting the Victorian state election in November 

2014 but it would be very desirable if we can do it and if we have legislation to deploy 
some part of this system, or all of the system, as a kind of a beta version in a Victorian 
state by-election should one come along next year.  We would be ready to roll if there 
was a state by-election around the middle of next year but our main election that we are 
targeting is the state election. 

 
Mr SHELTON - Further to that then, I take it that we have a monitor or a computer in every 

voting station around the countryside to deliver this information back - I mean, we talk 
about NBN and so on - at what standard, wherever your country outlets are, will they be 
able to connect in and be able to drive this from the so-called outposts? 

 
Mr BURTON - We are pretty confident that that will be possible.  We came close to getting 

full connectivity to every single early voting station in 2010 and I think there were only a 
very small number where they either had patchy connections or were completely off-line.  
I think there were only two out of about 100 that were completely unreachable and we 
are confident that we can connect those people up this time and, furthermore, I would 
also hope we could deploy this to 47 interstate and international locations because the 
interstate and international votes are the hardest votes to get and to get back in time.  We 
had a little pilot of international electronic voting in 2010 when we deployed to a couple 
of sites in England but it is very desirable for us to provide the system to Hong Kong, 
Washington DC and so forth, and they would be connected to us in real time in one way 
or another. 

 
CHAIR - Craig, it's Rebecca again - I am just wondering: is your work at the moment at the 

forefront of e-voting here in Australia?  Are there other examples - obviously there are 
things happening overseas, but to your knowledge, is your work at the forefront here at 
the moment? 

 
Mr BURTON - I think it is and I say that because it is a verification piece.  I think I have 

seen a few examples of providing an electronic voting solution on a tablet.  There were 
some shown in Oregon last year but I think that attempting to provide universal 
verification to an e-voting solution, it has only been done once in Takoma Park in 
California in a very small election with about 1 000 votes but the sort of scale and 
breadth that we are looking at here would appear to be the first of its kind, yes. 
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 To comment about other projects that I know of, I took part in the Electoral Commission 
of New South Wales project - the iVote project - in March last year.  In their state general 
election I was the security officer consulting to them and that was a project where they 
provided an internet voting system and telephone voting system - two unsupervised 
channels, if you like - to about 55 000 people who registered in advance of the early 
voting period and were given log-in credentials to access the system via phone or 
internet.  I took part in that project and it went very well for them.  They certainly got a 
lot more voters than they originally planned for because a few months before they started 
to deploy the system the legislation was changed to extend access from just blind and 
vision-impaired to anyone who would be outside the state on election day - a that much 
larger class of early voters who can't attend on election day because they are interstate or 
overseas and so they ended up getting about 48 000 votes and it went very smoothly 
although it was quite a difficult project and quite a nerve-racking project.  The expanded 
scale of the project at that fairly late stage meant that I, as a security officer, felt nervous 
about it and I wanted to have a whole lot of extra security audits done so I went about 
sourcing people to come in and provide a whole lot of extra kind of analysis, to make 
sure that it would all go well.   

 
 I still remain very nervous about internet voting and it would be ideal if the Electoral 

Commission of New South Wales increased the amount of verification that it provided.  
Once again, I feel that all forms of electronic voting are talking about internet voting as 
well as poll-place voting.  I feel that they all should come with some form of independent 
verification and ideally universal verification, which is the broadest kind. 

 
CHAIR - Craig, the other thing the committee is interested in is the cost of implementing an 

electronic voting system.  Do you think there is a cost benefit to the taxpayer going down 
this road? 

 
Mr BURTON - I do think there is.  It's not generally beneficial to look at e-voting whether 

I'm talking about internet voting or electronic voting in polling stations, purely in terms 
of the cost per vote because inevitably these new systems have quite a high front-loaded 
cost in acquiring equipment and deploying it but it is certainly a reusable system and 
quite a flexible system.   

 
 For example, once we have this system installed here, VEC would look to extend it to 

executing other kinds of elections such as council, commercial elections and so on.  It has 
been a pretty expensive exercise in the past but as I said, once you get over this kind of 
front-loaded cost which is really, I guess, the novelty cost of the system and you consider 
also that if the system is used to collect votes from your absent voters and people with 
impairments and disabilities, you are aiming the system at the voters for whom it costs 
the most to serve.   

 
 So the absent votes cost the most to deploy and get returns from, and serving disabled 

voters and people with impairments requires more effort and more services from us.  It 
appears to me that although the system would seem to have a higher up-front cost, it is 
being deployed where it can also offset conventional costs most effectively. 

 
CHAIR - Thank you very much for your time, Craig.  It has been very informative. 
 
 
DISCUSSION CONCLUDED. 


